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Daily Open Source Infrastructure Report 

14 July 2015 
 

Top Stories 

 Fiat Chrysler Automobiles issued a recall July 11 for 88,346 model year 2008 – 2010 

Dodge Challenger vehicles due to ongoing issues with Takata Corporation air bag inflators 

which could cause air bags to prematurely inflate or explode. – Bloomberg (See item 3)  
 

 A former professional football player and a business partner were indicted July 10 for their 

roles in an alleged Ponzi scheme in which they used their company, Capital Financial 

Partners LLC, to solicit $32 million from over 40 investors to fund high-interest loans. – 

Boston Globe (See item 6)  
 

 All lanes of northbound 110 Freeway in Carson, California were shut down for several 

hours July 12 due to a 13-vehicle car accident that injured 12 people. – KABC 7 Los 

Angeles (See item 7)  
 

 Metro Detroit customers of WOW, an Internet, cable and phone service provider, 

experienced an Internet outage during the weekend of July 11 due to an attack on the 

Domain Name Server. – WXYZ 7 Detroit (See item 23)  
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Energy Sector 

1. July 12, KMOV 4 St. Louis – (Illinois) An estimated 4,200 gallons of oil leak into 

Highland creek. Plains All American Pipeline crews deployed containment booms to 

halt the flow of oil after a pump station in Highland, Illinois spilled an estimated 4,200 

gallons of oil into Silver Creek July 10. Nearby Silver Lake was closed as a precaution, 

and third party experts are monitoring air and water impacts. 

Source: http://www.kmov.com/story/29525633/crude-oil-spills-into-creek-near-

highland  

 

2. July 12, Associated Press – (California) California gas prices spike amid national 

downward trend. A shortage in refining components used in California’s unique low-

pollution gas recipe, as well as a slump in crude oil imports, is causing Californian gas 

prices to near $4 a gallon while the national average is $2.83 a gallon.  

Source: http://abc7.com/business/why-are-gas-prices-spiking-in-socal/846867/  

 

Chemical Industry Sector 

 Nothing to report 

 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 

 

Critical Manufacturing Sector 

3. July 11, Bloomberg – (National) Chrysler recalls Dodge Challengers to fix flawed 

air bags. Fiat Chrysler Automobiles issued a recall July 11 for 88,346 model year 2008 

– 2010 Dodge Challenger vehicles due to ongoing issues with air bag inflators 

manufactured by the Takata Corporation which could cause air bags to prematurely 

inflate or explode. 

Source: http://www.bloomberg.com/news/articles/2015-07-11/chrysler-recalls-dodge-

challengers-to-fix-flawed-air-bags 

  

Defense Industrial Base Sector 

See item 21 

 

Financial Services Sector 

4. July 11, Bay News 9 St. Petersburg – (Florida) Police: men use backhoe to steal ATM 

at Winter Haven bank. Winter Haven, Florida police charged two Clewiston men 

with grand theft after the pair allegedly used a backhoe to steal an ATM machine from 

a CenterState Bank July 10.  

Source: 

http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/arti

cles/bn9/2015/7/11/police_men_use_backh.html 

http://www.kmov.com/story/29525633/crude-oil-spills-into-creek-near-highland
http://www.kmov.com/story/29525633/crude-oil-spills-into-creek-near-highland
http://abc7.com/business/why-are-gas-prices-spiking-in-socal/846867/
http://www.bloomberg.com/news/articles/2015-07-11/chrysler-recalls-dodge-challengers-to-fix-flawed-air-bags
http://www.bloomberg.com/news/articles/2015-07-11/chrysler-recalls-dodge-challengers-to-fix-flawed-air-bags
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/articles/bn9/2015/7/11/police_men_use_backh.html
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/articles/bn9/2015/7/11/police_men_use_backh.html
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5. July 10, Las Vegas Review-Journal – (Nevada) Grand jury indicts 11 for making 

credit cards at Las Vegas hotels. Las Vegas prosecutors reported July 10 that 11 

suspects were indicted for a year-long credit card scheme operated out of casino hotels 

in which they allegedly used stolen information to manufacture thousands of credit 

cards that they would use for thousands of fraudulent transactions. 

Source: http://www.reviewjournal.com/news/las-vegas/grand-jury-indicts-11-making-

credit-cards-las-vegas-hotels 

 

6. July 10, Boston Globe – (National) Ex-Patriot indicted for alleged Ponzi scheme. A 

former professional football player and a business partner were indicted July 10 for 

their roles in an alleged Ponzi scheme in which they used their company, Capital 

Financial Partners LLC, to solicit $32 million from over 40 investors to fund high-

interest, short-term loans to athletes, from which they would use new investors’ funds 

to pay off earlier ones while diverting a portion for their personal use.  

Source: https://www.bostonglobe.com/business/2015/07/10/former-patriot-will-allen-

indicted-for-alleged-ponzi-scheme/JJd1keF75EdQDH1FaxwA1M/story.html 

 

For another story, see item 28 

 

Transportation Systems Sector 

7. July 12, KABC 7 Los Angeles – (California) Northbound 110 Freeway shut down 

after 13-car crash. All lanes of northbound 110 Freeway in Carson, California were 

shut down for several hours July 12 while officials investigated a 13-vehicle car 

accident that injured 12 people, including 2 in critical condition.  

Source: http://abc7.com/news/northbound-110-freeway-shut-down-after-13-car-

crash/844970/  

 

8. July 11, KWTX 10 Waco – (Texas) Multi-vehicle crash closes stretch central Texas 

interstate. Northbound Interstate 35 in Temple was shut down for approximately 3 

hours July 11 due to a 10-vehicle accident that involved 3 semi-trucks and injured 2 

people.  

Source: http://www.kwtx.com/home/headlines/Multi-Vehicle-Crash-Closes-Stretch-

Central-Texas-Interstate-313869391.html  

 

9. July 11, Palm Beach Post – (Florida) FHP says two dead in Boca I-95 crash 

Broward men. Northbound Interstate 95 in Boca Raton was shut down for several 

hours July 11 due to a 2-vehicle accident that killed 2 people. The cause of the crash is 

under investigation.  

Source: http://www.palmbeachpost.com/news/news/local/fatal-wreck-shuts-down-

northbound-i-95-in-boca/nmxJY/  

 

10. July 10, Bismarck Tribune – (North Dakota) Hazardous spill closes highway near 

Beulah. A portion of Highway 49 was shut down for several hours July 10 after a semi-

truck overturned and spilled its haul of sulfuric acid prompting crews to respond to the 

scene. It is unknown how much acid was spilled.  

http://www.reviewjournal.com/news/las-vegas/grand-jury-indicts-11-making-credit-cards-las-vegas-hotels
http://www.reviewjournal.com/news/las-vegas/grand-jury-indicts-11-making-credit-cards-las-vegas-hotels
https://www.bostonglobe.com/business/2015/07/10/former-patriot-will-allen-indicted-for-alleged-ponzi-scheme/JJd1keF75EdQDH1FaxwA1M/story.html
https://www.bostonglobe.com/business/2015/07/10/former-patriot-will-allen-indicted-for-alleged-ponzi-scheme/JJd1keF75EdQDH1FaxwA1M/story.html
http://abc7.com/news/northbound-110-freeway-shut-down-after-13-car-crash/844970/
http://abc7.com/news/northbound-110-freeway-shut-down-after-13-car-crash/844970/
http://www.kwtx.com/home/headlines/Multi-Vehicle-Crash-Closes-Stretch-Central-Texas-Interstate-313869391.html
http://www.kwtx.com/home/headlines/Multi-Vehicle-Crash-Closes-Stretch-Central-Texas-Interstate-313869391.html
http://www.palmbeachpost.com/news/news/local/fatal-wreck-shuts-down-northbound-i-95-in-boca/nmxJY/
http://www.palmbeachpost.com/news/news/local/fatal-wreck-shuts-down-northbound-i-95-in-boca/nmxJY/
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Source: http://bismarcktribune.com/news/state-and-regional/hazardous-spill-closes-

highway-near-beulah/article_fc2e0946-909a-5e24-927b-c292e4047356.html  

 

11. July 10, KTUL 8 Tulsa – (Oklahoma) Multi-vehicle accident shuts down Turner 

Turnpike near OKC. The Turner Turnpike from Interstate 35 to Wellston was shut 

down in both directions for almost 3 hours July 10 while crews responded to a multi-

vehicle accident that killed 1 person. No other injuries were reported.  

Source: http://www.ktul.com/story/29523431/multi-vehicle-accident-shuts-down-

turner-turnpike-near-okc 

 

For another story, see item 23 

 

Food and Agriculture Sector 

12. July 13, Food Safety News – (International) FDA warning letters: undeclared 

allergens, seafood HACCP problems. The U.S. Food and Drug Administration 

reported July 13 that 7 companies received official notices requesting compliance with 

food-safety laws and regulations, corrections for violations, and prevention of future 

recurrence for misbranding products, illegal drug residues in beef, and violations of 

acidified food regulations. Each company has 15 business days to outline steps to 

comply. 

Source: http://www.foodsafetynews.com/2015/07/fda-warning-letters-undeclared-

allergens-seafood-haccp-problems-cattle-drug-residues/#.VaOw8_lVhBd   

 

13. July 10, U.S. Department of Agriculture – (National) Maya overseas Foods Inc. 

recalls Cashew Split because of possible health risk. The U.S. Department of 

Agriculture reported July 10 that Maspeth, New York-based Maya Overseas Foods 

Inc., is recalling approximately 8,000 pounds of Cashew Split due to potential 

Salmonella contamination. The product was shipped from February – March to retailers 

and restaurants nationwide. 

Source: http://www.fda.gov/Safety/Recalls/ucm454504.htm  

 

Water and Wastewater Systems Sector 

See item 1 

 

Healthcare and Public Health Sector 

14. July 13, U.S. Food and Drug Administration – (National) Use of LARIAT Suture 

Delivery Device for left atrial appendage closure: FDA safety communication. The 

U.S. Food and Drug Administration issued a warning July 13 that the LARIAT Suture 

Delivery Device manufactured by SentreHEART for delivering pre-tied stitches in the 

aid of closing soft tissue during surgery has led to six patient deaths and at least 39 

other serious adverse effects associated with its use. 

Source: http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm454501.htm 

 

15. July 11, Red Wing Republican Eagle – (Minnesota) Clinic announces inappropriate 

http://bismarcktribune.com/news/state-and-regional/hazardous-spill-closes-highway-near-beulah/article_fc2e0946-909a-5e24-927b-c292e4047356.html
http://bismarcktribune.com/news/state-and-regional/hazardous-spill-closes-highway-near-beulah/article_fc2e0946-909a-5e24-927b-c292e4047356.html
http://www.ktul.com/story/29523431/multi-vehicle-accident-shuts-down-turner-turnpike-near-okc
http://www.ktul.com/story/29523431/multi-vehicle-accident-shuts-down-turner-turnpike-near-okc
http://www.foodsafetynews.com/2015/07/fda-warning-letters-undeclared-allergens-seafood-haccp-problems-cattle-drug-residues/#.VaOw8_lVhBd
http://www.foodsafetynews.com/2015/07/fda-warning-letters-undeclared-allergens-seafood-haccp-problems-cattle-drug-residues/#.VaOw8_lVhBd
http://www.fda.gov/Safety/Recalls/ucm454504.htm
http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm454501.htm
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access of records. The Mayo Clinic Health System announced July 11 that a data 

breach which was discovered within the past two months after a Red Wing, Minnesota 

employee inappropriately accessed records for 601 patients. An internal investigation 

was launched upon discovery of the breach, and all affected patients are being notified. 

Source: http://www.republican-eagle.com/news/3783678-clinic-announces-

inappropriate-access-records  

  

Government Facilities Sector 

16. July 10, Nextgov – (National) Not just OPM – agency cybersecurity incidents on the 

rise. A report released by the Government Accountability Office July 8 showed both 

cyber and non-cyber security breaches affecting Federal systems have steadily 

increased from 6,000 in 2006 to 67,000 in 2014. The report advocated risk-based 

cybersecurity programs and improved responses to security incidents. 

Source: http://www.nextgov.com/cybersecurity/2015/07/agency-security-incidents-

rise/117496/  

 

For additional stories, see items 20 and 21 

  

Emergency Services Sector 

17. July 13, WMAQ 5 Chicago – (Illinois) Two dead, three injured in ‘Ambush’ on 

police after 911 call. A River Forrest, Illinois police official reported July 13 that 3 

people, including 2 police officers were injured and 2 others were killed in a shootout 

when a man opened fire on police responding to a domestic call. 

Source: http://www.nbcchicago.com/news/local/river-forest-critical-incident-police-

shooting-gunshots-lathrop-avenue-314282941.html  

  

18. July 12, KFSN 30 Fresno – (California) 6 people, including 5 firefighters, injured 

when fire truck and SUV crash near Clovis. Five U.S. Forest Service firefighters and 

one civilian driver were injured July 12 after a major crash near Clovis, California 

totaled a Forest Service rig on its way to provide additional fire suppression coverage 

for Sierra National Forest.  

Source: http://abc30.com/news/6-people-including-5-firefighters-injured-in-crash-near-

clovis/845738/ 

 

19. July 12, KNBC 4 Los Angeles – (California) Ambulance patient dies after head-on 

crash. An ambulance patient died after suffering head injuries and cardiac arrest in a 

head-on collision with a car in Pasadena, California July 11. The LifeLine ambulance 

driver and an emergency worker onboard the ambulance were hospitalized with serious 

injuries and the driver of the car suffered minor injuries. 

Source: http://www.nbclosangeles.com/news/local/Ambulance-Crash-in-Pasadena-

Kills-Patient-314000161.html  

 

For another story, see item 27 

http://www.republican-eagle.com/news/3783678-clinic-announces-inappropriate-access-records
http://www.republican-eagle.com/news/3783678-clinic-announces-inappropriate-access-records
http://www.nextgov.com/cybersecurity/2015/07/agency-security-incidents-rise/117496/
http://www.nextgov.com/cybersecurity/2015/07/agency-security-incidents-rise/117496/
http://www.nbcchicago.com/news/local/river-forest-critical-incident-police-shooting-gunshots-lathrop-avenue-314282941.html
http://www.nbcchicago.com/news/local/river-forest-critical-incident-police-shooting-gunshots-lathrop-avenue-314282941.html
http://abc30.com/news/6-people-including-5-firefighters-injured-in-crash-near-clovis/845738/
http://abc30.com/news/6-people-including-5-firefighters-injured-in-crash-near-clovis/845738/
http://www.nbclosangeles.com/news/local/Ambulance-Crash-in-Pasadena-Kills-Patient-314000161.html
http://www.nbclosangeles.com/news/local/Ambulance-Crash-in-Pasadena-Kills-Patient-314000161.html
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Information Technology Sector 

20. July 13, Securityweek – (International) APT group uses Seaduke trojan to steal data 

from high-value targets. Security researchers from Symantec released an analysis of 

the highly-configurable Seaduke trojan used by an advanced persistent threat (APT) 

group known for cyber-espionage attacks against high-value targets including 

government organizations. The report revealed that the trojan is installed onto select 

systems through the CozyDuke trojan, and that it shares similarities with other “Duke” 

malware.  

Source: http://www.securityweek.com/apt-group-uses-seaduke-trojan-steal-data-high-

value-targets 

 

21. July 13, Securityweek – (International) Java zero-day used in attacks on NATO 

member, U.S. defense organization. Security researchers at Trend Micro reported that 

the cyber-espionage group with monikers including Pawn Storm and APT28 was using 

a Java Oracle SE zero-day remote code execution vulnerability in attacks directed 

against the armed forces of a NATO member country as well as a U.S. defense 

organization by sending out emails containing links to malicious domains containing 

the exploit and a trojan dropper.  

Source: http://www.securityweek.com/java-zero-day-used-attacks-nato-member-us-

defense-organization 

 

22. July 13, Securityweek – (International) Two new Flash Player zero-day bugs found 

in Hacking Team leak. Security researchers discovered exploits for two additional 

Adobe Flash Player zero-day vulnerabilities in the recent Hacking Team data leak, 

including a flaw in the DisplayObject class in ActionScript 3, and a use-after-free 

(UAF) vulnerability in the ActionScript3 BitmapData object. Both vulnerabilities allow 

a remote, unauthenticated attacker to execute arbitrary code on an affected system.  

Source: http://www.securityweek.com/two-new-flash-player-zero-day-bugs-found-

hacking-team-leak 

 

For additional stories, see items 16 and 23 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

Communications Sector 

23. July 13, WXYZ 7 Detroit – (Michigan) Cable provider WOW says weekend attach 

on servers left Michigan customers without internet service. Metro Detroit 

customers of WOW, an Internet, cable and phone service provider, experienced an 

Internet outage during the weekend of July 11 due to an attack on the Domain Name 

Server. Crews repaired the issue July 13 and most customers have internet service.   

http://www.securityweek.com/apt-group-uses-seaduke-trojan-steal-data-high-value-targets
http://www.securityweek.com/apt-group-uses-seaduke-trojan-steal-data-high-value-targets
http://www.securityweek.com/java-zero-day-used-attacks-nato-member-us-defense-organization
http://www.securityweek.com/java-zero-day-used-attacks-nato-member-us-defense-organization
http://www.securityweek.com/two-new-flash-player-zero-day-bugs-found-hacking-team-leak
http://www.securityweek.com/two-new-flash-player-zero-day-bugs-found-hacking-team-leak
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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Source: http://www.wxyz.com/news/cable-provider-wow-says-attack-has-left-

michigan-customers-without-internet-service 

 

24. July 11, WSIL 3 Harrisburg – (Illinois) Major Frontier Internet outage affects 

thousands. A Frontier Communications spokesperson reported July 10 that tens of 

thousands of customers in Southern Illinois experienced an Internet outage after 

railroad workers cut one of the company’s cables in Du Quoin. The cable has now been 

repaired and service was restored.  

Source: http://www.wsiltv.com/home/top-story/Major-Frontier-Internet-Outage-

Affects-Thousands-313868071.html  

 

Commercial Facilities Sector 

25. July 13, WOFL 35 Orlando – (Florida) 75 students displaced after major apartments 

building fire near UCF. A July 12 fire prompted the evacuation of 75 people from 

Tivoli Apartments in Oviedo, Florida after the fire spread to the roof of the building 

and damaged 24 units. No injuries were reported and the cause of the fire is under 

investigation.    

Source: http://www.myfoxorlando.com/story/29530085/massive-fire-at-tivoli-

apartment-complex-near-ucf  

 

26. July 13, KNDO 23 Yakima – (Washington) Costco back open after Saturday 

evacuation. A Kennewick, Washington Costco Wholesale store reopened July 12 after 

a mechanical problem in its refrigerating system prompted the closure and evacuation 

of the store July 11. The issue has been fixed and authorities reported no hazardous 

materials were leaked.  

Source: http://www.nbcrightnow.com/story/29527710/leak-in-refrigeration-causes-

costco-evacuation  

 

27. July 12, Grand Forks Herald – (North Dakota) Wal-Mart reopens after Sunday 

night gun threat, evacuation. A Grand Forks, North Dakota Walmart reopened July 

13 after a Wal-Mart manager received a threating call of an active gunman in its store 

July 12, prompting the closure of the store, numerous SWAT crews, law enforcement 

vehicles, and the evacuation of 100 customer and employees. Police found no threat in 

the building and are investigating the case.  

Source: http://www.grandforksherald.com/news/crime-and-courts/3784615-updated-

wal-mart-reopens-after-sunday-night-gun-threat-evacuation   

 

28. July 10, Associated Press – (National) Data breach at ‘sweetest place on earth’ may 

have compromised guests’ financial info. Hershey Entertainment & Resorts reported 

July 10 that its point-of-sale system (PoS) was compromised after a program was 

installed in its payment system that extracted payment card data from February 14 – 

June 2. The company is working to resolve the issue and is offering card monitoring to 

those affected. 

Source: http://www.nbcphiladelphia.com/news/local/Hershey-Entertainmnet-Data-

Breach-313430341.html   

 

http://www.wxyz.com/news/cable-provider-wow-says-attack-has-left-michigan-customers-without-internet-service
http://www.wxyz.com/news/cable-provider-wow-says-attack-has-left-michigan-customers-without-internet-service
http://www.wsiltv.com/home/top-story/Major-Frontier-Internet-Outage-Affects-Thousands-313868071.html
http://www.wsiltv.com/home/top-story/Major-Frontier-Internet-Outage-Affects-Thousands-313868071.html
http://www.myfoxorlando.com/story/29530085/massive-fire-at-tivoli-apartment-complex-near-ucf
http://www.myfoxorlando.com/story/29530085/massive-fire-at-tivoli-apartment-complex-near-ucf
http://www.nbcrightnow.com/story/29527710/leak-in-refrigeration-causes-costco-evacuation
http://www.nbcrightnow.com/story/29527710/leak-in-refrigeration-causes-costco-evacuation
http://www.grandforksherald.com/news/crime-and-courts/3784615-updated-wal-mart-reopens-after-sunday-night-gun-threat-evacuation
http://www.grandforksherald.com/news/crime-and-courts/3784615-updated-wal-mart-reopens-after-sunday-night-gun-threat-evacuation
http://www.nbcphiladelphia.com/news/local/Hershey-Entertainmnet-Data-Breach-313430341.html
http://www.nbcphiladelphia.com/news/local/Hershey-Entertainmnet-Data-Breach-313430341.html
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Dams Sector 

Nothing to report 
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